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1. OBIIME ITOJIOKEHUA

1.1. Hacrosimuii 1OKyMEHT ompeaemnser: MOpSAOK YIpPaBICHHUS KIOYaMU CPEICTB
Kpunrorpaguueckon 3amuThl MHPOPMALUN JUCTAHIIMOHHOTO OAaHKOBCKOT'O OOCIY>KUBaHHS C
UCIIONIb30BaHUEM JJIeKTpoHHOro OankmHra «iBank2» (JJBO) B pamkax JloroBopa oOMmeHa
DIIEKTPOHHBIMU JIOKYMEHTAMHU C HCIOJIh30BAHUEM CHUCTEMBI 3JIEKTPOHHOTO OaHkuHTa "iBank2"
mexay bankom (OOO Kb «Cronuunslii kpenut») u Knuenrom banka u onpenenser TpeboBaHus
no o0ecrnieyeHnIo nHpopMaMOHHOH Oe3omacHocTu npu padote ¢ Cuctemoit 1O «iBank2».

1.2. bank oGecneunBaer ¢ynkuuonupoBanue JIbO "iBank2" ¢ wucnonbs3oBaHHEM
nporpammubix CK3U Kpunto-KOM 3.4 Bapuant ucnosnenusi 42, 43 anmapatHeix CK3U
Pytoxen DIIII 2.0 (mpu uX UCTIOIB30BaHUHN KITUEHTOM).

1.3. CrpykTypHOe noapaszaencHue banka, odbecrneunBaromiee ynpaBieHHE KIHOUYEBbIMU
cucremamu B JIbO — rpynma TEXHUYECKHMX CPEACTB M TeleKOMMyHHUKauuil OTtaena
aBTOMaTHU3alMK  YTpaBieHUs HWHGOPMALMOHHBIX TexHojoruil. JlaHHOoe moxapasaeneHue
BeimoiHsieT ¢yHknuu llentpa VYmpasnenus KmrodeBsiMu Cucremamu (IIYKC). VYkazannoe
CTPYKTypHOE  TOJpa3jieieHue  B3auMojelcTByeT ¢  KimMeHTamMu 1npu  perucTpauuu
KpunTorpauueckux Kiroued, MpPOBEICHUU IUIAHOBOM 3aMEHbl KPUNTOrpapUuecKux KIIOYew,
3aMEeHBl KpUNTOrpauueckux KIIOYeH B CiIydyae HMX KOMIIpoMmeTanuu. B3aumopeiicTtue
BbITIONIHsIETCST bankoMm 1o pa6ounm mHAM ¢ 9.00 mo 17.30 B maraumy c¢ 9.00 mo 16.15 mo
MOCKOBCKOMY BpemeHHu (OmepannoHHOe Bpems). B ciydae HEoOXOAMMOCTH IO YCMOTPEHHUIO
banka B3auMoericTBUE MOXKET MMPOXOJUTH U B IPYrO€ BpEMs.

1.4. bank u Kiument (manee CTOpPOHBI) NPU3HAIOT, YTO HCIOJIB3YyEMblE HMH B
COOTBETCTBUM C HacTosmMM JokyMeHToM CK3U u cuctembl 00paboTKH, XpaHEHUs, 3alUThl 1
nepeaays HHPOPMAaLUU JOCTATOUHBI JJ1s1 00ecTieueHus HaeKHOM, 3¢ (hekTuBHON 1 Oe30macHoOM
paboThl W 3alMTHl OT HECAHKLIMOHWPOBAHHOTO JOCTYyMa TPEThUX JHUI, a TaKkxkKe s
MOJITBEPKJICHUSI aBTOPCTBA U MOMTMHHOCTH DI, BoIsiBIIeHUs (anbcuPUIpoBaHHBIX D/, B TOM
YHUClie UMUTAIMM TPETHUMH JIMIaMu JAeicTBuii KimeHTa Tpu HCHONB30BaHUU DIIEKTPOHHBIX
CpPEeZCTB IUIaTeXa, MPU YCIOBUH cobmoaenus KirentoMm mep HHPOPMAIMOHHOM O€3011acCHOCTH B
COOTBETCTBUH ¢ TpeboBaHUsAMH MO 0OecreueHn o0 HH(OPMAIIMOHHON 6e30MMacHOCTH pu padoTe
¢ Cucremoit /IO «iBank2», n3n0keHHBIX B pa3jesie 7 HACTOAIMIET0 JOKyMeHTa. 3ammuTta D] oT
UCKaKeHus, panbcudukanmm, nepeaapecanny, HECAHKIIMOHUPOBAHHOTO 03HAKOMJICHUS W (VTN
YHUUTOKEHUS, JIOXKHON aBTOPU3aLUHU JOCTUTaeTCs MpUMEHEHUEM: MU(POBaHUS TpaPuKa MEXITY
Kmuentom wu cepBepom mnpwmioxeHudt Cucrembr JIbO «iBank2» wu MHorodakropHoii
ayTeHTHUKAIUEH.

1.5. 3aKpeIThIC  KJIIOYM DJEKTPOHHOM moanucu u  1mudpoBanus Kiuenta wu
COOTBETCTBYIOIIME UM OTKPBIThIC KIItOUM dneKTpoHHOW moanucu ([lapa kimrodeit »iaeKTpoHHOM
noanucu» (ITapa xmoueir DI1) — Kmrou DI1 u coorBercTByromuii emy Kirou mposepku 1)
peructpupyeMbie baHKOM, UMEIOT OrpaHUYEHHBIM CPOK AecTBHs. llepnoanyHOCTh TIaHOBOM
CMEHBI 3aKPBITHIX KIIIOYEH MHUGPOBAHUS W AJICKTPOHHOW TOJIMCHA yCTaHABIMBACTCS paBHOH 1
(Oaun) roxa.

1.6. CTOpoHBI HE MOryT NOJANUCATh IEKTPOHHBIA TOKYMEHT CBOEH 3JIEKTPOHHOMI
HOJIKCHIO WM MPOU3BECTH 3amudpoBanue / pacmudpoanue HHGOpPMaAIMK B TEKYIUH MOMEHT
BPEMEHU, €CJI K 3TOMY BPEMEHHU UCTEK CPOK JECHCTBUSA 3aKPBITHIX KI0YEH dJIEKTPOHHON IIOANIUCH
win mudposanus. Taxke CTOPOHBI HE MOTYT MPOBEPHUTH SJEKTPOHHYIO MOJIMHUCH 3JIEKTPOHHOTO
JOKYMEHTa WJIM TPOM3BECTH pacuiMdpoBaHrne HMHPOPMALUU B ciydyae BBIBOJA M3 JCHCTBHS
OTKPBITOTO KIIFOYA 3JIEKTPOHHOM MOAMUCH, HEOOXOIUMOTO /ISl BHIIIOJIHEHUS! COOTBETCTBYIOIICH
orepanuu.

1.7. Knuent He 1OMKEH XpaHWUTh DIEKTPOHHBIE JOKYMEHTBI B apXuBax B
samuppoBanaoM Buue. IludpoBanme 3] ocymecTBIsSeTCs TOMBKO JUIsi OOeCTedeHUs



KOH(pHIEeHIIMATbHOCTH HH(popMarun npu TpancnoptupoBke 1 or Kinmenra x banky u B
00paTHOM HampaBJICHUU.

1.8. Knuent He 00s3aH nonydaTh Kakyro-Iu00 JOMOTHUTEIBHYIO JHIIEH3UIO HA TIPaBO
skcruryataruu - ucnonb3yemMbix B JIBO  CK3U. Ilpu stom oH 00s3aH HCIOJIB30BaTh
npenoctasnenusle bankom CK3U rtomeko mnst paGorer B JIBO, a Takke obecreunBaTh
BO3MO>KHOCTb KOHTpoJIs ucnoib3oBanuss CK3U co ctopons! banka.

1.9. B mpornecce skcmyaranun CK3U KnueHnt o0s3yeTcst cobmoaaTh TUIICH3NOHHBIE
orpanuueHusi pazpaborunkoB CK3M, a Takke BBIONHATH PEKOMEHIALUU MO OOECIIEYESHHUIO
6e3onacHocTy nHGopmanuu npu dkcruryataruu CK3U (pazmen 7 HacTOAIIEro JOKYMEHTA).

1.10. BnanenbiieM OTKpBITOro Kito4ya 3JeKTpOHHOM nmoanucu B cucreme [IbO sBusercs
busznueckoe o — KiueHT; u3nyeckoe NHMIO - MOJTHOMOYHBIA mpeacTaBuTens Kimenrta-
opuanueckoro auma. [lonHomMouuss JaHHOTO JUIA MOATBEPKIAIOTCS  yUpEAUTEIbHBIMU
nokymentamu KiMeHTa WM BBIIAHHOM JaHHOMY JIMILy JOBEPEHHOCTHIO, MOJANKCAHHON
pykoBoauTesneM opranu3anuu Kienra u 3aBepeHHon nedarbio Kimenra.

1.11.  baHk obecrieunBaeT XpaHEHHE KIIOYEH JJICKTPOHHON MOAMHCH W mU(poBaHUS
KnuenTa B 2IeKTPOHHOM BHJI€ U IOKYMEHTOB Ha OyMa)KHOM HOCHTEJIE — 3asBJICHMS Ha BBIITYCK
cepTtudukaTa KIo4ya MPOBEPKU JIEKTPOHHOMN MOANHUCH COTPYAHHKA KJIMEHTa B TEYEHHE BCETO
YCTaHOBJIEHHOT'O CPOKA XPAaHEHHUS TOKYMEHTOB, MOAMNCAHHBIX COOTBETCTBYIOIUMU 3aKPBITHIMU
KIIIOYaMH.

1.12.  TekcT HacTOAIIErO JOKyMEHTa MyOiuKyercs Ha oduumanbHoM caiite banka mo
aapecy www.capitalkredit.ru (mamee — oduuuanbHbli caiiT banka) u pa3memniaercs Ha
UH(POPMALIMOHHBIX CTeHJaX B oducax banka um mMoxer ObiTh BhlgaH KimeHTy Ha OymMa)kHOM
HOcHUTele MpHu TuYHOM oOpamennn Knnenra B bank.

2. MMOPAJOK INOAKJIIOYEHHUE K CUCTEME JIBO «IBANK2» U
®OPMHUPOBAHMS KPUIITOT PAOUYECKHUX KJIIOYEN.

[Toaxmouenne Kmmenta k Cucreme JIBO «iBank2» ocymecTBisercs B ClemyroieM
NOpsI/IKE:

IIpu opranm3zanmnu padorsl B Cucreme IBO «iBank2» ¢ ucmosib3oBaHueM HOCHUTeEIs
kJo4a 11 (USB —Tokena):

2.1. Kmuentr oOecneunBaeT  oOpraHu3amui  pabodero MecTa, OTBEYAIOIIETO
TpeboBaHUsIM K KOMILIEKCY MPOTrPAMMHO-TEXHUYECKHX CPEICTB, HEOOXOAUMBIX Ui pabOThI
Cuctembl JIBO «iBank2y» (IIpunoxxenne Nel k HacTosiieMy JOKYMEHTY) U B COOTBETCTBHH C
TpeboBanusimMu 1o obecreueHno nHGopMaIMoHHOU 6e3omacHocTH pu padore B Cucteme JIbO
«iBank2y» (Pazmen 7 HacTosIero J0KyMeHTa).

2.2. Knuent 3anonnser u npenocrapiisieT B bank 3asiBiieHUE 0 MOJIKIIOUYEHUH K CUCTEME
iBank2 (ITpunoxenue Nel k JloroBopy oOMeHa 3JIEKTPOHHBIMU JOKYMEHTAMH C UCIIOJIh30BaHUEM
CHUCTEMBI 3JIeKTpoHHOro OankuwHTra "iBank2" nomee 3asBnenue) B 2 (AByX) JK3eMIULIpax, B
KOTOPOM YKa3bIBaeT MapaMeTpbl MOAKIIOYeHUs, (HaMUINN, UMEHA U OT4ecTBa (MpU HAIUYMH)
Bnanensues OII Knuenrta. Bnagensuamu JI1 Knrenra, umerommumu npaBo noanucu J]1, Moryt
OBITH TOJIBKO JIMIIA, BKIIOYEHHBIE B KAPTOUKY C 00pa3iiaMu MOMUCeH U OTTHCKa nedatu Kimenra.
YnonHoMOUYeHHBIH CcOTpyAHUK baHka, NpuHABIIMKM 3asBiI€HHE O INPUCOECIUHEHUH, BHOCHUT
OTMETKY O JJaTe MPUHSTHUS U 3aBEPsIET IK3EMILISIPBI CBOCH MOAMKCHIO.

2.3. st corpyanukoB KnuenTa, BKIIOYEHHBIX B 3asiBJIEHUE O MOJKJIIOUEHUH K CUCTEME
iBank2 u He numeromux npaso noanucu ]I, Knuent o6s3an npenocraButs B bank Cornacue Ha
00pabOTKy  TEepCOHANBHBIX  JIaHHBIX, MOJMUCAHHOEC  COTPYAHUKOM H  3aBEPEHHOE
PYKOBOUTENIEM/ yIIOTHOMOYESHHBIM JInioM Kimenra.
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24. B cootBerctBuu ¢ Tapudamu G6anka KimeHT orayuBaeT CTOMMOCTH YCIYT IO
noakaoueHuto k Cucreme JIbO «iBank2y.

2.5. Ha ocHoBaHuu naHHBIX, yKa3zaHHBIX B 3asBieHuH bank npenocrasiser KimeHnrty
Tpebyemoe konmdyectBo CK3U (KimroueBbIx HOCHTENEH).

2.6. KimenTt nmpoxomut nmpouenypy npeasapurenbHoi perucrpanuu B Cucreme J[bO
«iBank2y». Ykazannas mporueaypa ocymiecTBisiercss KImeHToM B COOTBETCTBHH C PYKOBOJICTBOM
[IOJIB30BATENsA, pa3sMEIICHHBIM Ha canuTe banka. Bo BpeMs IpeaBapUTEIbHOM PErMCTPaLUU
Kiment coszmaer Heobxomumoe koimdecTBO kimtouedt DI miast oTBeTcTBeHHBIX Ui KimeHTa,
yKa3aHHbIX B 3asgBieHUMM o npucoeauHeHun Kiuenta. @opMupoBaHHE YHHKAJIbHOTO
unentudukaropa Knuenra npu npeasapuTenbHon peructparuu npoussoautcs B Cucreme 1O
«iBank2» aBromaTtuuecku.

2.7. Coznanue (reneparnus) Knroueit 11 B mporecce nmpeaBapuTeaIbHON perucTpaiiu
ocyiecTBisiercs: Ha nepenanHbix Kimenty KiroueBbix Hocutensx. [Ipu atom Kitoun nmpoBepku
OIl aBromatudecku coxpanstorcs Ha cepBepe Cucrembl JIbO «iBank2» B banke. B mporiecce
reneparnuu kimoueir D11 Gopmupyercs Ceptudurar Kiroda MPOBEPKH DJICKTPOHHON MOAMKMCH
(CKII 3II) — »neKTpOoHHBIA JOKYMEHT, U 3asBJICHHE Ha BBIMYCK cepTU]UKaTa KIIF0Ya MPOBEPKHU
JJIEKTPOHHOW TOJMUCH —JAOKYMEHT Ha OyMaXHOM HOCUTEJE, 3aBEPEHHBIH IOJIMHUCHIO
pykoBoguTens KiueHTa ¥ OTTHCKOM MEYaTH B COOTBETCTBHUHU C YKa3aHHBIMH B KapTOYKE C
oOpasmamMu mojnuceld W OTTHCKa redatd KimeHTa ¢ OIHON CTOPOHBI U YTIOJHOMOYECHHBIMU
coTpyaHukamu banka ¢ apyroifl. 3asBieHHe Ha BBINYCK cepTH(HKaTa Kiroda npoBepku Ol
KinnenTa cogepxut uadopmanuo:

e 0 HOMepe kitoya OIT;

® 0 HAMMEHOBAHMM U MecTe peructpaunu Knuenra;

¢ 0 Brnagensiie kmoua D11 (PUO, 10omKHOCTH, MACTIOPTHHIC TaHHBIC);

® 0 CTaHJapTax, TpeOOBaHUSM KOTOPBIX COOTBETCTBYET mapa kitouer (kmrod Il u kimrou
nposepku III).

2.8. Kmuent pacneuatsiBaet 3asBnenue Ha Bbimyck CKII OIT (popmar CKIT III
npuBeneH [lpwioxenun Nell x JloroBopy oOMeHa »SJIEKTPOHHBIMH JIOKYMEHTAMH C
WCITOJIb30BAHUEM CHUCTEMBI AJIEKTpOHHOTO OankuHTra "iBank2") B mByX sKk3eMIuisipax, mpoBepseT
MPaBWJIBHOCTh 3aMOJHEHMS MOJICH, 3aBepsieT JMYHOW mnoanuchio BramensueB kimoua OII B
cootBercTBytoleM mone. JloctoBepHocts npuBeaeHHbIX B CKII DI gaHHBIX moaTBEpKIaeTCs
MOANKUCHIO JiHIa, ynosHoMoueHHOTo 3aBepsTh CKII JIT ot umenu Knuenrta, u nevarsto, pu ee
Hanmuuu. O6a sx3emmsipa CKII OI1 nepenatorcst B baHk 17151 IPOBEPKU M PETUCTPALIHH.

2.9. Cpok, B Teuenne koroporo CKII DI1 moxxer ObITh 3aperucTpupoBaH baHkow,
orpanuueH 1 (OgHuM) MecsiieM ¢ MOMEHTa ero (gopmupoBaHus. B ciydae mpenocraBieHus: B
banx CKII OII Knuenra no ucredennu ykasanHoro cpoka takoi CKII OIT Knuenrta bankom He
MPUHUMAETCH.

2.10. YnoiaHoMo4yeHHbIe cOTpyAHUKHM banka B cpok He Oonee 2 (aByX) pabounx THEH
nocne npuema CKII DIl nposepsroT npasuinbHOCTh 3anosHeHus noneit CKII OI1 Knnentowm,
BHOCSIT HEJJOCTAIOIINE JAHHBIE CO CTOPOHBI baHka, MPOCTaBIAIOT MOAMKUCH B CIIEHIMATIBHBIX MOJISIX
CKII 2IT u 3aBepstoT mTamMnaMu 4 nedatssMu baHka, onpefeneHHbIMU s 3TUX 1eneid. Onun
sx3emiuisip CKII OIT ocraercs B banke, Bropoii nepenaercst Kinenty. Ilpu kaxxnoi peructpauuu
HoBbIX Kimoueit OII B Cucreme JBO «iBank2» ynomHoMoueHHBIH coTpyaHuk banka,
npuaumaromuii - ot Knumenra pacnevarandsii  CKII  OII, mnpoBepsieT  TOKYMEHTHI,
noATBepkaaonme mnonHomouus BrnagensueB kmoueit Il [locnme ycmemHod mpoBepkH,
MpOU3BOAUTCS OKOHUaTenbHas peructpanus Kimmenra B Cucreme JIbO «iBank2y», aktuBupyrorcst
kimoun BmanensiieB xmoueit D11 Knuenrta. JleHs peructpamnuu SBIsSETCsS JaTOW Hadajga paboTh
Kmuenra B Cucreme JIBO «iBank2». B cinyuae nenpaBuibHoro 3amosHenuss CKIT DIT wim



HEYCIIEITHON NPOBEPKU JOKYMEHTOB Ha Bo3BpamaeMoMm Kimmenty sk3emmisipe CKII OII, Ha
00paTHOW CTOPOHE, YKa3bIBaeTCs MPHYMHA OTKa3a B peructpanuu. KiMeHT J0oiKeH MOBTOPHO
BBITIOJIHUTH reHeparuto Kimrova(eit) D11 u mpenocTaBuTh HEOOXOAMMBIEC TOKYMEHTHI.

IIpn opranmzanuum padorsl B Cucreme /[IBO «iBank2» ¢ ucnoJb30BaHuEeM
ynexTpoHHoi JII B o0J1ake:

2.11. Kmnwment oOecrneynBaeT OpraHu3aluio pabovyero MecTa, OTBEYAIOLIETo
TpeboBaHHSIM K KOMILUIEKCY MPOTPAMMHO-TEXHUYECKHX CPEICTB, HEOOXOAUMBIX Ui PabOTHI
Cuctemsl IBO «iBank2» (IIpunosxenue Nel k HacrosimeMmy JOKYMEHTY) U B COOTBETCTBUU C
TpeboBanusiMu 1o obecriedeHn o nHpopMaIMOHHOH 6e3onacHoctu mpu padore B Cucreme JJbO
«iBank2» (Pa3gen 7 HacTosIIero JOKyMeHTa).

2.12.  KuueHT 3anoiHseT ¥ npeaocrasiseT B bank 3asBieHUe 0 OIKIIOUEHUH K CUCTEME
iBank2 (ITpunosxenue Nel k /loroBopy oOMeHa 371eKTPOHHBIMU JOKYMEHTAMU C HCIIOJIb30BaHUEM
CUCTEeMBI JJIeKTpoHHOTO OaHkuHra "iBank2" nmanee 3asBienwe) B 2 (IBYX) dK3eMIUIApax, B
KOTOPOM YKa3bIBAaeT MapaMeTphbl MOAKIIOYCHHs, (HaMUINN, UMEHA W OT4ecTBa (MPU HAIUYNH)
Bnanensues OI1 Knuenrta. Bnanensuamu O11 Knuenrta, umeromumu npaso noanucu /1, Moryt
OBIThH TOJIBKO JINIIA, BKIIOYEHHBIE B KAPTOUKY C 00pa3liaMu Moanucei u oTTucka neyaru Knuenra.
YnosHOMOYEHHBIA COTpyIHMK banka, npuHSABIIMKA 3asiBI€HUE O NPUCOCAMHEHHH, BHOCHUT
OTMETKY O JJaTe MPUHATHUS U 3aBEPsIeT SIK3EMILIAPhI CBOCH MOAMKCHIO.

2.13. Hns corpyanukoB KimeHTta, BKIFOYEHHBIX B 3asIBJICHUE O MOJIKIIOYEHUH K CUCTEME
iBank2 u ne umeronux npaso noxanucu ]I, Knuent 06s3an npenoctaButh B bank Cornacue Ha
00paboOTKy  MHEepCOHANbHBIX  JIaHHBIX, MOJMUCAHHOE  COTPYAHUKOM M  3aBEPEHHOE
pyKoBOUTENIEM/ yIIOJTHOMOYEHHBIM JinlioM Kinenra.

2.14. B cootBerctBun ¢ Tapudamu 6anka KiaueHT omaymBaeT CTOMMOCTH YCIYT IO
noakirodeHUto kK Cucreme JIbO «iBank2y.

2.15.  Kuwuent (coTpymHUK KJINCHTA) OCYILIECTBIISIET CaMOCTOSTENbHYIO
MpEeIBAPUTENIbHYIO peructpanuio yepe3d Murepuer ¢ momomnipio APM «UuTepHeT-bank miist
ousHeca» (manee — MaTepHer-bank), Ha 3TOM ATarne:

- BRIOUPAETCS TUII AJICKTPOHHON MOAINKCH, KOTOPYIO TUIAHUPYeETCs co3aath (o0maunas JI1);

- BBOAMUTCA MHpopMaIus 00 OpraHu3allMOHHON (opMe OpraHU3aluU KIMEHTA, PEKBU3UTHI
opranuzaruu (MHH (KHNO), KIIII, OT'PH, agpec opranu3anuu Ha pyCCKOM SI3bIKE);

- BBOIATCA HOMEpPA CYCTOB OpraHU3aluu;

- BBoaMTCS uHpopmanus o kKoHTakTHOM Juie (PO, Homep tenedona), 610KUpOBOYHOE
CJIOBO (TSI IOATBEPKACHUS MTOATUHHOCTH);

- BBOoUTCS MH(OpMarus o Braaensie kmouya D11 (OUO Bianenbla, JOKHOCTh, TaHHBIC
JOKYMEHTA, YAOCTOBEPSIOILEro JINYHOCTh, HOMEP Tele(oHa U aJjpec JIEKTPOHHOI MOUTHI);

- BBOAMTCA HMH(pOpMamms O BbiAaue JoBepeHHocTH banky Ha xpanenue kimtoua Ol (B
3alIMIEHHOM XPAaHWIHIIEC W WCIOJIb30BaHUU ero st GopmupoBanus DIl mox moxymeHTamu
Cucremsl JIbO «iBank2y);

- 3a4acTCs Ha3BaAHUC BHGKTpOHHOﬁ noAnucCHU 1 mapoJb.

2.16. KnueHt (CoTpyIHUK KIMEHTA) MOCIe YCIEIHONW MpeaBapuTebHONW perucTpanun
dopmupyeT B aBTOMaTHUECKOM pekume CepTUUKaT KiIroua MPOBEPKU AIIEKTPOHHON MOIIMHCH
(CKII 2I1) conepaxanuii uHGOpMaIHio:

e 0 HOMepe kitoua OIT;



® 0 HAMMEHOBAaHUU U MecTe peructpauuu Kinmenra;

¢ 0 Brnagensiie kimtoua D11 (OPHUO, 1omKHOCTH, MACHOPTHBIE 1aHHBIE);

® 0 cTaHJapTax, TpeOOBaHUSM KOTOPBIX COOTBETCTBYET mapa kirouer (ko4 Il u kimrou
nposepku OII).

2.17.  Kuument pacneuatsiBaer CKII DIT (popmar CKII DII npusenen B [IpunoxxeHun
Nell k J[loroBopy oOMeHa O3JEKTPOHHBIMH JOKYMEHTAaMH C HCIIOJB30BAaHHEM CHCTEMBI
3NeKTpoHHOro GaHkuHTa "iBank2") B Tpexsk3emIuisipax, MpoBepsieT MPaBHUILHOCTh 3aIIOJTHEHUS
noJiel, 3aBepseT JMYHOM noanucelo Bianensue kimtoda DI B COOTBETCTBYIOLIEM IOJIE.
HoctoBepnocts mnpuBeneHHbix B CKII OII naHHbIX NOATBEpKIAETCS MOANUCHIO JIMIIA,
ynoiaHoMmoueHHoro 3aBepats CKII DI ot umenu Knuenta, u nedatsto, npu ee Haauuuu. Tpu
sx3emmuisipa CKII OII nepenatorces B bank 1715 IpOBEPKHU U pETUCTPALUH.

2.18.  Cpok, B teuenue kotoporo CKII DOII moxer ObITh 3apeructpupoBaH bankowm,
orpannueH 1 (OgHuM) MecsiieM ¢ MOMEHTa ero (gopmupoBaHus. B ciydae mpenocraBieHus: B
bank CKII OI1 Knuenrta no ucredenuun ykazanHoro cpoka takoi CKII OIT Knuenta bankom He
MPUHUMAETCSI.

2.19. YnonHoMO4YeHHBIE COTPYAHUKH baHka B cpok He Ooisee 2 (nByX) pabouux JAHEH
nocie npuema CKII OII nposepsaroT npaBuwibHOCTh 3anonHeHus nojed CKIT D11 Knuenrtowm,
BHOCST HEJIOCTAIOLIME JaHHBIE CO CTOPOHBI baHka, MPOCTaBISAIOT MOAMICH B CHIEIHATbHBIX MOJISIX
CKII 21T u 3aBepsAOT mTamMnamMy U nevyatsiMu baHka, onpeneneHHbIMU I 3TUX 1ened. Onun
sk3emiuisip CKII OIT ocraercs B banke, Bropoit nepenaercs Kinenty. [Ipu kaxaoit peructpauu
HoBbIX Kimroueit DIl B Cucreme JIBO «iBank2» ymomHoModeHHBIM cOTpyaHUK baHka,
npuaumaromuii - ot Knuenra pacnevarandsii  CKII  OII, mnpoBepsieT  TOKYMEHTHI,
noATBepkaaronme nonHomouus BrnagensueB kmoueit Il [locnme ycmemHod mpoBepkH,
POM3BOIUTCS OKOHYaTenbHas peructpauus Kimuenra B Cucteme IbO «iBank2y, aktuBupyrorcs
kmoun Branensues kimoueit D11 Knuenra. JleHs perucrpanuu sBsieTcs: AaTOW Hayvana pabOThI
Knuenra B Cucreme JIBO «iBank2». B cnyuae nenpaBuibHOro 3amonHenuss CKIT DI1 wnm
HEYCIIEITHON NPOBEPKU JOKYMEHTOB Ha Bo3BpamaeMoMm Kimmenty sk3emmisipe CKII OII, Ha
00paTHOW CTOPOHE, YKa3bIBaeTCs MPHYMHA OTKa3a B perucrpanuu. KimeHT J0oiKeH MOBTOPHO
BBITIOTHUTH reHepanuto Kirroua(eit) D11 u mpenocTaBuTh HEOOXOIUMBIE TOKYMEHTHI.

2.20.  IlIpu mogxmouyernu k cucteme JIbO «iBank2» ¢ ucnonws3zoBanuem DIl B odjiake
Kinent nosepser banky xpanuts ko4 D11 B 3a1MIIEHHOM XPaHUIMILE U UCIIOJIB30BaTh €T0 JUIs
dopmuposanus 11 mox nokymentamu cuctemsl «iBank2».

2.21. B caywyae mnoamMcaHus 3alpoca Ha HOBBIM KoY coTpyaHuka Kimenra
nercteytomeit D11 toro ke corpyanuka Knnenra, KiieHT MOXKeT caMOCTOATENbHO BBITYCTUTD
obmauynyro OI1 6e3 Bu3uTa B bank u 6e3 mpenocTaBieHrs 3aBEPEHHBIX 3alPOCOB Ha OyMaKHOM
HOCUTEJIE.

[To xemaHWiO KJIMEHTa OH MOXET pacredaratbh ceprtudukar npoBepku kmoda Ol Ha
OyMa)XHOM HOCHTEJIE B TPEX AIK3eMIUIIpax M MpeaocTaBUT ero B baHk g 3aBepeHus, oIuH
9K3EMILIAP MepenaeTcss 00paTHO KIMEHTY, [Ba IPYrUX OocTaloTcs B baHke U mpUKIIaapIBalOTCs K
JI0ChE€ KIIMEHTAa COOTBETCTBYIOLIUX MOAPA3IEICHUM.

3. CPOK JEMCTBUS KJIIOYA DJIEKTPOHHOUM MOJAIUCH.
CMEHA KJIIOUYEX SJIEKTPOHHOM MO CH

3.1. Makcumanbhbiil cpok aeiictBus Kiroua D11 u CKII D11 He moxert npeBbimars 1
(Onnoro) roga co mus peructpanuu CKIT DOI1 Kmuenta B Cucreme JIBO «iBank2». Ilo
okoH4aHuU cpoka neiictus Kiroua D11 pabota Knuenrta ¢ taHHBIM KIIIOUOM OJIOKHPYETCs



3.2. B Cucreme JIBO «iBank2» ocymecTBisercss KOHTPOJIb CPOKOB ITOJHOMOYHUN
Bnanensues kmtoueit JI1. Cpok nonHomounit Bnanensua kiatoua D11 Knnenra onpenensiercs Ha
OCHOBaHUU YUPEIUTENbHBIX, OPraHU3alLMOHHO-PACTOPSTUTENBHBIX (IMIPUKA30B, TPYIOBBIX
JIOTOBOPOB, IMTPOTOKOJIOB 3aCEJaHU OPTaHOB YIPABJICHUS, TOBEPEHHOCTEW) U MHBIX JOKYMEHTOB,
Haxonsmuxcs B FOpuanueckom aene Knuenra. [locne ucreuenus cpoka noaHomouuit Binagensia
kimoua O, ecnu KnuenTt He npenoctaBui B baHK JOKyMEHTHI, MOJITBEPKAAIOLIUE MPOAJICHUE
nonHoMounit Bnagenbpma kimtoua OI1, padora ¢ Kirouom D11 mannoro Bnanensiia 61okupyercs.

3.3. bank ¢ ucnonszoBanneM Cuctemsl JIbO «iBank2» yBegommnser Brnagensiia kimtoua
OII o mpeacTosiieM ucredeHnu cpoka aeictust Kmroua OI1 v cpoka nmomHomounii Bianensia
kiroya D1 3a 30 kaneHIapHbBIX THEH 10 AaThl OKOHYaHus cpoka. [Ipu Bxone B cucremy Brnanenerg
kimoua D11 momydaer yBegomiieHne ¢ nHGopMaluen o KOJIMIecTBe JHEH, KOT1a 3aKOHYUTCS CPOK
JIEUCTBUA €ro MOJHOMOYMN WK cpok aerctBusa Kiroua DI u npeaioxkeHneM npenocTaBuTh B
0aHK JOKYMEHTBHI, MOATBEPKIAIOIIHNE TPOIJICHUE TOJTHOMOYHUH, MITH CTEHEePUPOBaTh HOBBIN Kitrou
OIl. PekomeHayeTcss OCyIIECTBIATH reHepamuio HoBoro Kiowa JI1 B3ameH aedcTByrOIIEro B
CpPOK He mo3aHee, 4eM 3a 10 (mecaTh) KaJIeHIapHbIX JHEH 0 AaThl OKOHYAHUS CPOKaA JACHCTBUSA
aktuBHOro Kmoua OII.

34. ['enepanust HOBBIX Kimtoueir DI1 mMokeT OBITH OCYIIECTBIIEHA B COOTBETCTBHH C
nyHKTamu 2.6-2.8, 2.15 Hactosmero nokymenTa cpeacrBamu Cucremsl JIBO «iBank2»y.
3.5. Bnanensier kmroueit D11 Knuenta uMeroT BO3MOKHOCTh TEHEPUPOBATh I ceOs

HoBble kimtoun D11 6e3 mocemenus banka nis peructpanuu CKII OI1. Coznanue xiroueit D11 npu
aToM ocymectBisieTcst B pazaene «Kimtouun DOII» Cucremsr JIBO «iBank2y». YcnoBusmu mms
nucranuronHoro Beimycka CKIT D11 sastorest:
e akTHBHBIN cTatyc Brnagensia kimoua D11 B Cucteme J1bO «iBank2y;
® aKTYaJbHOCTh PEKBU3UTOB JIOKYMEHTA, YAOCTOBEPSIOINIETO JUYHOCTh Braaensua kitoya D11
3.6. Buennanosas cmena Kiroueit OI1 ocyiiecTBiaseTcs B CAEAYOMUX Caydasax:
e npu komnpomeranuu Kiroua OIT;
®  [IpU U3MEHEHUU CIEAYIOINX cBeAeHui o Kimmenre:
» - OpraHu3anuoHHO-TIpaBoBas (hopma codcTBeHHOCTH KitneHTa;
» - WHH nmu OI'PH Knuenra;
» - damwims, UM, OTYECTBO M JaHHBIC, WACHTH(UIMpYyomue Bramensna kimoua OII,
coJepxKalmecs B JOKyMEHTaX, IPeA0CTaBIeHHbIX baHKy;
e npu m3MmeHeHuu Buagensues ximrouei Oll, ynonHomouenHblx Kimentom 3aBepsts O/l B
Cucteme JIBO «iBank2y» 35ekTpoHHON TOANKCHIO;
®  [IpU NOBPEKJIECHUHU KIIFOUEBOTO HOCUTETIS;
® B HHBIX CIIy4asX HEBO3MOKHOCTH NOJIb30BaHus nMerommmucs Kimrouamu OI1.

3.7. B cnyuasix, mnepeuucieHHbIX B 1. 3.6 HacTosmIero JOKyMeHTa, baHk
PUOCTAHABIMBAET JEKTPOHHBIN AOKyMeHTooOopoT ¢ Kimnentom no peructpauuu B Cucreme
JBO «iBank2» nooro CKII OII. Knuenr ocymectBisier renepaunto HOBbIx Kimoueit DIl c
nocinenytomei nepenayedt B bank HoBbix CKII DII. 3anuce nHoBbix Kimroueir OII mocne ux
TeHepaIiy MOXKET OCYIIECTBIATHCS Ha HocuTelnb kirouer DI (B cmyuae ucnonp3oanust USB —
TOKEHa), JIN0O XpaHHUThCSA B 3aluineHHOM XpaHunuine banka (oGmake). Ilpu moBpexneHuu
(yTepe) KiIr0ueBOro HOCHUTENS, ucnonb3yemoro Knuenrom, Kinnent moxxer odparutcs B bank 3a
nonydyeHueM HoBoro KirroueBoro Hocutens. [lpu Hammumu B banke Ha MOMEHT oOparneHus
Knuenta, KntoueBbix HocuTenel, npegocraBieHue ux KiMeHTy ocyiecTBisercs 3a IUIaTy B
cooTBeTcTBUU C Tapudamu banka. Kiou, comepkaBiiuiics Ha yTepSHHOM TOKEHE, MPU ITOM
OJIOKHpYETCs, Ha HOBBIM TOKEH BBIITYCKAETCS HOBBIN KITHOY.

3.8. BrennaHoBasi cMeHa KIIIOUEH OCYIIECTBISETCS B COOTBETCTBUU C IIyHKTaMu 2.6-
2.8, 2.15 Hacrosiero JOKyMeHTa.



4. TIOPSIIOK JEMCTBUM TP KOMITPOMETAIIUMA KJIOUYEM
3JIEKTPOHHOM NOINCH.

4.1. K coObITusiIM, Ha OCHOBAaHMU KOTOPBIX JIUIIO, BIAACIOLIEE 3AKPHITHIM KIIOYOM
AJIEKTPOHHON TMOANUCH W/WiAM MHU(POBAHUS, MPUHUMAET pPEUICHHE O €ro KOMIIPOMETAIlHH,
OTHOCSTCS, BKJIFOYasl, HO, HE OTPAHUYUBASCH, CIEAYIOIIHUE!

— yTparta KJIIOUeBbIX HOCUTENEH;

— yTpara KJII0UeBbIX HOCHUTEJIEH C MOCIeAYyIOIUM 00HaAPYKEHUEM;

— YBOJIBHEHHME COTPYAHHUKOB, UMEBLINX JOCTYI K KIHOYaM;

— BO3HUKHOBEHHE IMOJI03PEHUN Ha yTeuKy HH(pOpMaIuy uin ee uckaxenue B COJI;

— COBEpIICHUM TOMBITOK HEMPaBOMEPHOTO IMOJIyUYEHUs NEpPCOHAIBHON HHpOpMAaIH
nojp3oBareneit cucrem [[bO

— HaJM4Yue XaKePCKUX, BUPYCHBIX MJIM MHBIX aTakK, KOTOPbIE MOTYT SIBJIATHCS MOIBITKAMU
OCYIIECTBUTH XullleHUe Kitouen D11

— HapylIeHHE IPaBUJ XpaHEHUS KIIOUYEBBIX HOCUTEIEH.

4.2. B ciyyae komnpomeranuu Kiroueit D11, Cpencts goctyna Win MoJI03peHUN Ha UX
KOMITPOMETAITMIO, B TOM uncie yrpathl Hocutens(ei) Kiroua OI1 u (wnm) Hanmuuus nHpopManuu
0 €ero Hucmonb3oBaHuM 0Oe3 coryacusi KiueHTa, BO3HMKHOBEHHMM JIOOBIX IOJIO3PEHUI Ha
KOMIIPOMETAIMIO0 CpPeIbl HCIOJHEHUS (HaJIW4YMe B KOMIIBIOTEPE BPEJAOHOCHBIX IPOTPAMM,
HecTaHAapTHas padoTa CHUCTEMHOrO MPOrpaMMHOro olecreyeHus u T.4.), KinueHt o0s3an
HE3aMEUINTEIbHO HAIllpaBUTh B baHK yBE€JOMJIEHHE O KOMIIPOMETAILMU IO 3JIEKTPOHHOW Io4Te
info@capitalkredit.ru wnmm no dakcy (495) 229-00-50 (1231), (495) 795-07-61 c ykazanuem
HoMepa Tenedona nuna Kinuenra u coodumrts 06 s3ToM B bank mo teneponam (495) 229-00-50
wi (495) 795-07-60. OOpaboTka yBemOMIICHUH COTpyaHHUKaMH baHka mnpou3BoAuTCS B
OnepannoHHOEe BpeMms. YBENOMIIEHHs, IOCTynuBliMe mnocie OInepalioHHOTO BPEMEHH,
00pabaTbIBaOTCS Ha CIEAYIOMNN pabOUHii JeHb.

4.3. [Ipu nonyuenun bankom wmHpopmanuu o komnpomeranuu Kiroua DII bank
He3aMeJUIMTENbHO MpuocTaHaBiuBaeT pabory Kimenra B Cucreme JIBO «iBank2».
OnnoBpemenHo bank coobmaer Knuenty o npuocranosnennu padotsl Kiuenra B Cucteme JI6O
«iBank2» B cBs13u ¢ nonyuenuem uHpopmarun o komnpomeranuu Kitoueit D11, Cpencts nocrymna
win cpensl ucnonHeHus. Crocod uHpopmupoBanus KimeHTa o mpHOCTaHOBIEHUH pPaOOTHI
Kmuenra B Cucreme JIbO «iBank2» B cBsizu ¢ xkommpometarueit Kmroua D11 ompenensiercs
bankoMm camocrtosTenbHo. Jlo nonydyenus ot Kimenta B mucbMEHHOM BUE MOATBEPKACHUS WU
ompoBepxkeHuss ¢akra kommpomeranmuu Kirowa Ol mpuem gokymenTtoB  Kimenrta
OCYIIIECTBIISICTCS TOJIBKO Ha OyMa)KHOM HOCHTEIIE.

4.4. He mosnmHee cnepyromero pabodero mHS Tocie yBeaowmsieHHs baHka o
koMrpomeTanuu KimeHT 00s3aH mpenoctaBuTh B bank B muceMeHHOW (opme 3asiBieHue o0
annymupoBanun CKIT OIT mo ¢opme Ilpunoxkenuss Ne3 x JloroBopy oOMeHa 3IEKTPOHHBIMU
JIOKYMEHTaMU C UCTIOIb30BAaHUEM CUCTEMBI 3JIEKTpOHHOTO OankuHra "iBank2". Konus 3asBienns
C OTMETKOM coTpynHuka baHka o gaTe u BpeMeHu npuema 3asBiaeHus Bo3Bpamiaercs Kinuenry. B
ciyuae HemnpenctaieHuss Knmuentom 3assnenus 06 annynmupoanuu CKII OI1 B Teuenue 10
pabouux aueit, Kimrou D11 ypansercs u3 cnucka Kmoueit OI1 Knuenra.

4.5. B ciyuae HeBbimonnenus KnueHnrom o0s3aHHOCTEH, MPEeIyCMOTPEHHBIX 1.6.1 n
n.6.3. Hacrosamiero Ilopsinka, baHk He HeceT OTBETCTBEHHOCTH 3a BO3MOXHBIC (DHHAHCOBBIC
norepu KnmeHra, cBsi3aHHbIE C HE3aKOHHBIM ucmosib3oBanueM Cucremsr JIbO «iBank2»
HEYIOJIHOMOUYEHHBIMU JIUL[AMH.
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4.6. [Ipu nonyuennn ot Knuenra ysegomienus, npeaycMoTpeHHOTo 11.4.4 HaCTOALIETO
JIOKYMEHTA, [10CJIE OCYILIECTBICHMSI CIMCAaHUS IEHEKHBIX CpeICTB ¢ bankoBckoro cuera Kiuenra,
Bank 00s13aH He3aMeIUIMTENbHO HANpaBUTh OINEPAaTOpPy IO MEPeBONY JACHEXKHBIX CPEJICTB,
OOCITy’)KMBAIOIIEMYy IIOJydaTeNsi CPEACTB, YBEAOMIIEHHE O MPHUOCTAHOBICHUH 3aYHCICHUS
JICHEeXKHBIX CPEJICTB Ha OAHKOBCKHUI CUET MOJTydaTesst CPEeJCTB.

4.7. OTKpBITHII KJIIOY JJIEKTPOHHOU MIOATINCH, COOTBETCTBYIOIIUI
CKOMIIPOMETHPOBAHHBIM 3aKpbITBIM  KIIIOYaM, HCKIIOYaeTcs W3 KIo4eBoi 0as3bl banka wu
XpaHUTCA B TEUEHHE CpPOKa XPAHEHUS TOKYMEHTOB, MOJMHCAHHBIX CKOMIIPOMETHPOBAHHBIM
3aKPBITHIM KJITFOUEM AJICKTPOHHOU MOAMHKCH JIJIsl TPOBEICHUSI (B ClTydae He0OX0UMOCTH) pazbopa
KOH(IMKTHBIX CUTYaIHil, CBA3aHHBIX C IPUMEHEHUEM DJICKTPOHHOH MOAMUCH.

5. AHHYJHPOBAHHUE OTKPBITOI'O KJIFOYA SJIEKTPOHHOM IO CH

5.1 bank aHHYIUpYET OTKPBITHIN KITFOY JIEKTPOHHOM noanucu KiueHnrta B cieayronmx
CIIyYasx:
— TIOCIIe OCYIIECTBICHHS IUIAHOBON CMEHBI KpUNTOIPaQHUECKUX KITIOUEH;
— B CIllydae mpekpaiieHus aerictsus [loroBopa oOMeHa 3JeKTPOHHBIMU JJOKYMEHTAMHU C
UCIIOJIb30BAaHUEM CHUCTEMBI AJIEKTPOHHOr0 OaHkuHra "iBank2";
— TI0 3asBJICHHIO B TUCbMeHHOU popme Knnenrta, moanucanHoro pykoBoautenem Knuenra
Y 3aBEpEHHOrO nevarbio Knuenra
5.2. B cnyyae aHHynupoBaHUS OTKPBITOrO KJIOYa 3JIEKTPOHHOM moanucu Kimenta
bank uckiIo4aeT ero CnpaBOYHHMKA OTKPBITHIX KIIFOYEH 3JIEKTPOHHON MOJANKUCH OTKPBITHIA KIIFOY
XPaHUTCSI B TEUEHHUE CPOKA XPAHEHHs JOKYMEHTOB, IMOJANMCAHHBIX AHHYJIHPYEMBIM 3aKpPBIThIM
KIIFOYOM DJICKTPOHHOW TMOAMUCH Ui TpoBeldeHUs (B cliydae HEoOXOauMocTH) paszbopa
KOH()JIMKTHBIX CHTYAIlMi, CBI3aHHBIX C MPUMEHEHHEM DJICKTPOHHOU MOAIHUCH.
5.3. Jlata ¥ Bpems, C KOTOPOrO OTKPBITHIA KIIIOY 3JICKTPOHHOU IOIIUCU CUUTACTCS
HEJCHCTBUTEIbHBIM, YCTAaHABIMBACTCA pPAaBHBIM BPEMEHH HACTYIUICHHS OOCTOSITENBCTB,
NEPEYUCIICHHBIX B II. 5.1.

6. PASPEIIEHHME CIIOPOB. MMOPSJIOK IMTPOBEJEHUS TEXHUYECKOM
3KCHEPTHU3bI IPU PASPEHIEHUU KOH®JIUKTHBIX CUTYAIIUA

6.1. Cnopsl U pas3HoIyacus, CBSA3aHHBIE C BBINOJIHEHHEM JloroBopa, paspemarorcs
Croponamu mnyreM mneperoBopoB. OOs3atenbHbiM i CTOpPOH SIBISETCS  COOJIIOJCHHE
JIOCYIeOHOTO TMPETCH3UOHHOTO TOPSAKA YPETyJIUPOBaHUs Criopa: MpeTeH3us (M OTBET Ha Hee)
JOJKHBI HanpasisaThesi CTOpoHaMu JIpyr APYry B MUCBMEHHOM (hopme, 3aKa3HbIM MHCHMOM C
yBeZIOMJICHHEM O BpydeHHH. Cpok oTBeTa Ha mpereH3uto — 30 (TpuAnaTh) KajJeHIapHBIX THEH C
MOMEHTAa €€ MOJIYUYeHHs], €CJIM HHON CPOK HE YCTaHOBJIEH HacToAmuM [lopsakom.

6.2. Pasznornacusa, mo kotopsiM CTOpOHaAaMH HE JOCTUTHYTBHI JOTOBOPEHHOCTH,
MoJIeKaT PACCMOTPEHHUIO CYJIOM B COOTBETCTBHUH € 3aKOHOAATENLCTBOM Poccutickoit denepann.
6.3. [Ipuocranosnenne ucnonas3oBanus Cucremsl JIbO «iBank2y», a Takxe BpemMeHHOE

npekparieHue ocymectsienus Onepanuii B Cucreme JIbO «iBank2y» mo mHUIIMaTHBE OHON U3
CtopoH He BieUeT MpeKpallieHus 0053aTeNbCTB 110 B3auMopacueTaM M BO3MEIICHUIO YOBITKOB,
BOZHHKIIIUX JI0 MOMEHTa NPHOCTAHOBJIEHUs ucnoyib3oBanus Cucrembl JIBO «iBank2» wmu
MpeKpalleHus ocyuecTsieHus Onepanmii.

6.4. [Ipu Hecornacuu co crMcaHueM JEHEXKHBIX CpeAcTB 1o Onepauuu, NpoBeIEHHON
¢ ucnonb3oBanuem Cucremsl JIbO «iBank2y», Knuent o0s3an HanpaButh B baHk 3asBieHue B
nuchMeHHOU (popme o coBepleHUH criopHOi Omnepanuu, myreM OQUIIMAIBHOTO BPYUYEHUS O]
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pacmucKy OTBETCTBEHHOMY HCIIOTHUTENIO baHka. 3asBieHne HampaBiseTcs He mo3aHee padbodero
IIHSI, CIIEAYIOIIETo 3a JHEM MojydeHus oT baHka yBenomiieHusi o coBepiueHHo Oneparuu. B
3asIBJICHUH HEOOXOMMO yKa3aTh:

e tun Onepanuu (CnucaHue AEHEXHBIX CPEICTB WU TOMOJIHEHUE, UK UHOE);

e 1aTa U BpeMsi coBepiieHus: Onepanuu;

e cyMMa onepaiuu u Baiatora Onepaiuu;

em3BecTHhie KimmeHTy cBemeHus o0 oOcrosTenscTBax yrparbl kitoua Ol w (wm)

HEIIPaBOMEPHOM €ro HMCIOJIb30BAHUU (€CIHM BBISBICHBI (PakThl KommpomeTanuu Kiroua

Sl);

® TUI ONEPAIMOHHOW CHCTEMBbI, aHTUBUPYCHOE MporpaMMHoe oOecmeueHue, [P-agpeca,

ucnoibszyembie KiueHToM.

6.5. bank 00s13aH paccMOTPETh 3asBICHHE O HECOTJaCHU CO CIUCAHWEM JICHEKHBIX
cpencts o Onepanuu B cpok 110 30 (Tpuamaty) KaaeHIapHBIX THEH (B clydae OCYIECTBICHUS
TPaHCTPAHUYHOTO TEPEBO/A JIEHEKHBIX CPEJCTB — B CPOK 10 60 (IIecTuaecsTH) KaleHIapHbIX
JTHEi) ¢ AaThl MOTYYEHHsI TAKOTO 3asBIICHUS.

6.6. Hns  paccMoTpeHus 3asBIEHHS, CBS3aHHOIO C ocnapuBaHueMm Omnepaluu,
npoBeeHHOW ¢ ucnoib3oBanneM Cucrtembsl JIbO «iBank2», moxer ObITh chopmupoBaHa
9KCIIEPTHAsI KOMUCCHS.

6.7. [Topsimok co3nanus u pabOThI IKCIIEPTHON KoMuccun onucad B [Ipumosxkernn No2
Kk JloroBopy oOMeHa 3JIEKTPOHHBIMU JOKYMEHTaMH C HCIOJIb30BAHUEM CHUCTEMbI 3JIEKTPOHHOTO
OankuHTra "iBank2"

6.8. B cinydae Hecornmacust ogHoi n3 CTOpOH € pEIIEHUEM SKCIEPTHONW KOMHCCHUH,
oTKa3e 07HON u3 CTOPOH HCIOJIHATH PEKOMEHAALNN KOMUCCUHU WM OTKa3e ofHOW u3 CTOpoH
paspeiaTh COpbl U pa3HOTIACHUS B MOPSAKE, YCTAHOBJIEHHOM B HACTOSIIEM pa3zielie JOKYMEHTa,
HecornmacHass CrtopoHa oOpamaercs B ApOUTpakHBIM Ccyn ropoaa MOCKBBI B TMOPSIIKE,
YCTaHOBJICHHOM JIEHCTBYIOIIMM 3aKOHOAATENLCTBOM Poccuiickon denepanuu.

7. PEKOMEHIAIIUUA 11O OBECIIEYEHHIO BE3OITACHOCTH
NHO®OPMAIIUM ITPU DKCIVIYATAIIUU CK3HU.

7.1. Pexxum »skcrmyaranuun CK3U, npumensiembix B JIBO, ycraHaBnuBaeTcsi B
cooTBeTcTBUU ¢ "TpeboBaHUSIMH K CpeACTBAM KpUNITOTpadhUuecKon 3anuThl KOHPUACHITHATBHON
uHpopmanuu" no yposaio "KC1".

7.1.1. PexkoMeHmanuu 1o opraHu3aioHHOMY oOecrneueHunto 6e3omacaoctu CK3U:

— B opranuzaimun KimeHta BbIenAoTcs — (ONpEneNsioTcs) JODKHOCTHBIE — JUIIA,
OTBETCTBEHHBIE 3a o0ecreyeHne 6e30nacHocTH nHpopmanuu u skcruryarauuu CK3U;

— B opranm3anuu  Kimenta — pa3pabaTbIBalOTCS ~ HOPMAaTUBHBIE  JIOKYMEHTBI,
periaaMeHTHpYIOIIME BOPOCH Oe3onacHocTH nHpopmanuu 1 skciuryarauuu CK3U;

— Kk pabore c¢ CK3M pgomyckaroTcs COTPpYAHHKH, HWMEIOIIME HAaBBIKKM pabOTHl Ha
MEepCOHAILHOM KOMITbIOTEPE, O3HAKOMJICHHBIE ¢ MpaBuiamMu skcruryaranuu CK3U.

7.1.2. Pexomenpanuu no pazmeniennto CK3U u pexxnumy oxXpaHsbl:

— TOMEIIEHHs], B KOTOPHIX Pa3MEIIAIOTCs TEXHHUECKUE CPECTBAa KIMEHTCKOro pabodero
mecta co BcTpoeHHbIMH CK3U, sBIAIOTCS pPEXUMHBIMM M JIOJDKHBI OOECIIeYHBATh
KOH(HICHIIMATIBHOCTH MTPOBOIUMBIX padoT;

— pa3MelieHHe pPEXHMHBIX TOMEUEHHH M HX 000pyJOBaHHE JOJDKHBI HMCKIIIOYATh
BO3MOXHOCTh OECKOHTPOJIBHOTO TPOHUKHOBEHHST B HHUX IIOCTOPOHHHX JIMI[ H
o0ecreynBaTh COXPAHHOCTh HAXOIAIIMXCS B ITHUX MOMEIICHUSAX KOH(UIACHIHATBHBIX
JOKYMEHTOB M TEXHUYECKHUX CPE/ICTB;
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— pasMemieHue o0OpPYyIOBaHUS, TEXHHUECKUX CPEICTB, MPEIHA3HAYCHHBIX NJIs1 00paboTKH
KOH(QUICHIMATBEHON HH(OPMALUK, JOJDKHO COOTBETCTBOBAaTh TPEOOBAHUSM TEXHHUKH
0e30MacHOCTH, CAHUTAPHBIM HOPMaM U TPEOOBAHUSAM MTOKAPHON OE30MaCHOCTH;

— BXOJHBIC JBEPH PEKHUMHBIX TOMEIIEHUN JOJDKHBI OBITh O0OpPYHOBaHBI 3aMKaMH,
o0ecreunBarOIMMH HaJIe)KHOE 3aKphITHE TOMEIEHUI B Hepabodee Bpemsi;

— OKHa M JBEpH JOJDKHBI ObITH 00OpPYIOBAaHBI OXPAHHOW CHTHAIM3ALMEH, CBSI3aHHOU C
NyJIbTOM LIEHTPATM30BAHHOTO HAOIIOACHNUS 32 CUTHATN3AIHCH;

— pa3MellleHue TEeXHUYECKHUX CPEJICTB B PEKUMHOM TMOMEUICHHH JOJDKHO HCKIIIOYaTh
BO3MOXXHOCTh BM3YyaJbHOTO MPOCMOTpa KOH(UIACHIHAIBHBIX TOKYMEHTOB M 3KPaHOB
MOHHMTOPOB, Ha KOTOPBIX OHA OTPAXKAETCS, YEPEe3 OKHA;

— B PpEXHMHBIE TIOMEIIECHUS JONYCKAIOTCS pPYKOBOAUTENW opranuzanuu KiueHra,
COTPYIHUKH TOJpa3ieieHusi Oe30MacHOCTH M HCIOJHUTENH, HUMEIONIHe MpIMoe
OTHOIIIEHUE K 00paboTKe, epeaaue u mpruemMy KOH(GUIECHITUATbHBIX JOKYMEHTOB;

— cucremHble Onoku KommbioTepoB ¢ CK3U oOopynyiorcs cpeacTBaMu KOHTPOJIS
BCKPBITHS,

— PEMOHT W/WUJH MOCJIENYIOIIee UCTIOIb30BaHUE CUCTEMHBIX OJIOKOB OCYIIECTBIISETCS MOCIE
yJaJIeHus C HUX mporpammuoro obecneuenust CK31.

7.1.3. Pexomennanuu mo odecrneueHno 0€30MacHOCTH KIIH04eBOH nHpopMaimu (B ciyyae

HCITOJIb30BaHUs KiIF04YeBbIX HocuTener (USB —TokeHa) :

— KJIIOYEBBIE HOCHUTENHU C 3aKPBITHIMU KIFOYaMH 3JIEKTPOHHON MOJMUCH U MHU(pOBaHUSI U
WHCTAJUBIIIUOHHBIC JUCKETHI ¢ TporpamMMmHbiM obecrieuennem CK3UW B opranmzanuu
KnuenTa OepyTcs Ha MOAK3EMIUISIPHBIN YUYET B BBIJICJIEHHBIX IS 3TUX LENel KypHallax;

— yYeT W XpaHEHHUE 3aKPBITHIX KIOYEH Mopy4yaercs pyKOBOJACTBOM opraHu3anuu KimeHra
CHEINAJIbHO BBIJICTICHHBIM COTPYAHHUKAM;

— IS XpaHEHHUs KIIOUEBBIX HOCHUTENEH C 3aKPHITHIMU KIIOYaMH JIEKTPOHHOU MOIIMUCH U
mudpoBaHus BeIIEIACTCS cei() WM MHOE XpaHWIHUIIE, 00eCTIeYNBAIONIEe COXPAHHOCTD
KJII04eBOI MH(pOpMaIHH;

— XpaHEHHE KIIIoUel W MHCTAJULIIIMOHHBIX JUCKET ¢ mporpamMMHbIiM obecrieuennem CK3U
JOTIYCKaeTCsi B OJHOM XpaHWIHILE C JPYrUMH JOKYMEHTaMH IIpH YCIOBHSX,
UCKJTIOYAIOIINX MX HENpeIHAMEPEHHOE YHUUYTOXEHHE WM WHOE, HE MPEIyCMOTPEHHOE
npaswiaMu noaszoBanus CK3U npumenenue;

— TIPU TPAHCIOPTHPOBKE KIFOYEBBIX HOCHTENICH C 3aKPBITOM KIIOYEBOW HH(pOpMAIHEH
CO3/AI0TCSl YCJIOBUS, OO€cleyrBaloOUIfe 3alUTy OT (PU3UYECKUX MOBPEKACHUN U
BHEIIHETO BO3/IEHCTBUS HA 3aIIMCAHHYIO KIIFOUEBYIO HH(POPMAIHIO.

7.2. B nensix obecneyenus: 6e3omacHoi padbotel KimeHTy pekoMmeHayercs co0Ir0aaTh
TpebGoBanus o obecnedeHuto MHPpoOpMaMoOHHON OGe3omacHocTy npu padbore B Cucreme JIbO
«iBank2y» (ITpunoxerune Ne2 k HaCcTOAMIEMY TOKYMEHTY).
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IIpunoxenne Nel k

Opranu3anyy yrpasJIeHUs KIFOYEBEIMU CHCTEMaMU
anekTponHoro 6ankunra «iBank2» OOO Kb «CronnuHblii KpeauT»

TpedoBanus
K KOMILJIEKCY POrPaAMMHO-TEXHUYECKHUX CPeICTB HEOOXOAUMBIX JIs1 pad0ThI
Cucremsl JIBO «iBank2» OOO Kb «CToMYHbIH KpeauT»

st pa6otsl ¢ Cuctemoii JIBO «iBank» Knuenty tpebyercs:

1. JIxo0oit COBpeMEHHBINM KOMITHIOTEP C ONEPAITMOHHON CUCTEMOM:

Microsoft Windows: 7 (x86/x64), 8 (x86/x64), 8.1
(x86/x64), 10 (x86/x64) u BHIIIIE;

Apple Mac OS X: 10.6 (Snow Leopard) u BbIme;
Linux: AltLinux 7 (x86/x64), Debian 7 (x86/x64),
Mint 13 (x86/x64), SUSE Linux Enterprise
Desktop 12 (x64), openSUSE 13 (x86/x64),
Ubuntu 12.04 (x86/x64) u Goyiee coBpeMeHHbBIC
BEPCUU YKa3aHHBIX JUCTPUOYTHBOB.

2. Web-0paysep ¢ moaaep:kkoii miaruHa «Bifit Signer» s ucmoab30BaHus 3JIEKTPOHHON
IIOAINCH C IPUMEHEHHMEM allapaTHbIX Kpunronposanaepos. [logaepkka miarnHa

obecrieueHa B CIeAYIOIMX Opay3epax:

Internet Explorer Bepcus 11;
Firefox (mocnemusis);

Opera (mocnenHss);

Safari (mocnenuss);

Chrome (mocnemnsis).

3. KiroueBoil HOCUTENB ¢ almnapaTHON peain3alell pOCCUICKOro CTaH1apTa 3JIEKTPOHHOM
noanucu (OI1), mudpoBanus u xemupoBanus. («Pyroxen DI 2.0»). (nanHas onus
HeoOXxouMa B cllyyae UCTOIb30BaHuUs alnapaTHOro KIIF0UEBOTO HOCUTES).

4. loctyn B cetb MHTEpHET /U151 BXOAa Ha cadT Cucremsl [BO.

5. TloaxitoueHne K CETEBOMY WIIN JIOKAJIbHOMY NIPUHTEPY, HA KOTOPOM OyIyT pacredaTaHbl
Ceprudukars! kimoga nposepku 11 Knuenra.

6. Hasimumne B komnbroTepe noap3osareis USB-nopTa 11t HCTIONb30BaHMSI KITFOUEBbIX
HocuTenel (qaHHas onuus Heo0X0AMMa B ClTyyae UCIOIb30BAHUS alllapaTHOrO KJIFOYEBOTIO

HOCHUTEJIA).

7. Hanuuue MUIIEH3MOHHOTO, PETYISPHO OOHOBIISIEMOT'O aHTUBUPYCHOT'O MTPOTrPAMMHOTO

obecreueHus.
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IIpunoxenue Ne 2 x

OpraHu3zanyy ynpaBJIeHHs KIIOUEBbIMU CUCTEMaMU
anexTporHoro 6ankuHra «iBank2» OOO Kb «CronuaHbli KpeauT»

Tpe6oBanus no odecnevyeHuro HHGpopManMOHHOI Oe30MacHOCTH
npu padote ¢ Cucremoii /IO «iBank2»

I. Cnenyromue TpeboBaHus HMHPOPMALUOHHON 0e30MACHOCTH 0083aTeJbHbl A8 BbINOJIHEHHUS
KiineHTOM B Ciyyae UCNOJIb30BaHUA 1J1s1 padoThl ¢ cuctemoii JIBO «iBank2» KiwueBoro Hocuresis:

1. KnueHT 1omkeH Ha3HAYUTh AJMHUHHCTpaTopa HHGOPMAIMOHHON 0e30macHOCTH — pabOTHHKA,
OTBETCTBCHHOTO 33 HACTPOHKY 0€30MacHOCTH 3KCILTyaTallMd CPEICTB 3alUThl HH()OPMAIMH, YCTAHOBIICHHBIX Ha
APM Kuenra.

2. KiroueBble HocuTeNM ¢ KIlto4aMu (B ciydae pabOThl ¢ HUIMH) JAOJDKHBI OBITh ToAKII0oueHbl K APM Kinenra
TOJBKO Ha Bpems paboTsl B Cucreme JIBO «iBank2y.
3. Ha APM KinreHTa 10JDKHO OBITH YCTAHOBJICHO JIMIIECH3NOHHOE aHTHBHPYCHOE TIPOTpaMMHOE 00ecTieueHne U

BBITIOJIHEHA HACTPOMKa aBTOMATHYECKOTO OOHOBJICHHs IMPOTPAMMHOrO oOOecrieueHHsi ¥ aHTUBUPYCHBIX 0a3 ¢
odunmansHoTo Web-caiita pazpaboranka antuBupycHoro I10.

4, Ha APM KimeHra, npu HamTu4wuH, JOJKEH OBITh HACTPOCH MEPCOHANBHBIN MexceTeBou 3kpaH (Firewall)
MMEIOIIHIICS B COCTaBe ONEPAIMOHHON CUCTEMBI.

5. Ha APM Kimmenra g0JKHBI OBITH OTKIJIIOYEHBI CEPBUCHI, TO3BOJISIOIINE YAAJIEHHO YIIPABIATH KOMITBIOTEPOM.
6. Ha APM KimeHTa MOMKHO MCIOJIB30BAThCS JTUIICH3HOHHOE MPOrpaMMHOE oOecrieucHue (OmepanuoHHbIC

CUCTEMBI, O(UCHBIC TTAKETHI, MPUKJIAIHBIC TPOTPAMMBI) H 00ECIICUCHO aBTOMATHYECKOS OOHOBICHHE CHCTEMHOTO U
npuknanaoro [10. He nmomkHo ycraHaBimBathes 10 ¢ HapylIeHHEM PEKOMEHIOBAHHBIX MPOU3BOIUTCISIMHU
TpeboBaHuii.

7. KnueHt obecrieunBaeT XpaHCHHE W HCIONBb30BaHHME KITIOUEBOTO HOCHTENS TAaKMM 00pa3oM, 4YTOOBI
HCKJIIOYUTH JOCTYI K HEMY HEYITOJTHOMOYEHHBIX JIUII. 3alperiaeTcss COXPaHITh KOHPUACHINATHHYIO HHPOPMAIIHIO
B (aiimax (Bkmouas rpaduyeckue U300paKCHHS) WIM B TMAMITH YCTPOWCTB, B CIPAaBOYHHMKAX WM «OOJAYHBIX)
cepBHcax XpaHeHMs HHOPMAIIUU U pecypcax B ceT « HTepHeT». 3anpemaercss GUKCHPOBATh KOHPUACHIHATLHYIO
HHPOPMALNIO Ha OYMa)KHBIX HOCHUTEINSAX (JIHCTHI IS 3aIFCEel, pacledyaTKH JOKYMEHTOB H T.II.), JOCTYIT K KOTOPBIM
MOTYT IOJIYYUTh HEYTIOJTHOMOYEHHBIE JTUIIA.

8. ITo oxonwannu pabotel ¢ Cucremoit JIBO «iBank2» KirodeBoii HOCHTENb HOMKEH OBITH HW3BJICUEH M
XpaHUTCS B MECTE, 00CCICUNBAIOIIEM €TI0 3alUTy OT JOCTYIA MOCTOPOHHUX JIUII, HEYIIOJIHOMOYCHHBIX [T paOOTHI
B Cucteme. 3anperiaeTcst 0cTaBsITh KiTroueBoi HoCHUTENb 0€3 MPUCMOTpa.

9. 3anpenaeTcs UCIOIb30BATh IY)KUEY» KOMITBIOTEPHI MIIM MOOWIBHBIC YCTPOUCTBA i JOcTyma k Cucreme
JBO «iBank2», pabotars ¢ Cucremoit JIBO «iBank2» ¢ «rocteBbix» pabounx mecT (B HHTEpHET-Kade u T.1.) IpU
UCIIOJIb30BAaHUH ITyOIMYHBIX CeTel OSCIPOBOIHOTO TOCTYIIA.

10. He pexomeHmyeTcs HCIONB30BaTh KOMITBIOTEDP, HA KOTOPOM YCTaHOBIeHO padouee mecto Cucremsl JJBO
«iBank2», He 10 Ha3HAYEHHIO, HAIIPUMED, UL UIP, IPOCMOTPa (GUILMOB H T.II.
11. [IpousBoauTh 3aMeny kitoueit D11 10 UcTeueHns CpoKa MX NEHCTBHSI BO BCEX CIydasx YBOJIbHEHHs W(HITH)

CMEHBI TTOJIHOMOYHH u(1iw) juil, uMerorux goctyn k Cucreme JIbO «iBank2» wmm mpaBo moAnvcy J0BEpeHHOCTEH

Ha momy4deHue kimoueit JI1.

B nemsix moBeimienus 6e3omnacHoctr mHpopMaiuu, odpadateiBaemoir B Cucteme JIBO «iBank2y, momumo
o0s13aTenbHBIX Mep, baHk pexomeHyeT:

e Brigenuts otaensayo [I19BM, npenHasHaueHHyo ToabKo 11 padbotsl B Cucreme JJBO «iBank2».

e [lpu OTCYTCTBHMM BO3MOKHOCTH HCIOJIb30BaHUsA OTAeIbHOU [IDBM, BBINMONHUTH HACTPOHKY MHOXKECTBEHHOM
3arpy3ku [I9BM c coznannem otaensHoro npoduis it padotsl Tonbko ¢ Cucremoii JIBO «iBank2y.

e VYcranoButh Ha APM KineHTa TMiieH3MoHHOE CrIeaIn3npoOBaHHOE ITPOTPaMMHOE 00ecIiedeHHE, TOBHIIIAIONIEe
YpPOBEHb 3aluIIeHHOCTH: MekceTeBoil akpaH (Firewall), antummuonckoe I1O (antispyware). B nHactpoiikax
MEXCETEBOT0 DKpaHa 3apeTUTh IfoOble coennHenus, kpome IP- anpeca banka.

e OtrmounTh HeUCTIONMb3yeMble Ha APM KineHTa ceTeBble TPOTOKOIIBI U CITYKOBI.

e  OTKIIOYUTH BCE OOIIHE PECYpPCH ONIEPAIIMOHHON CHCTEMBI, B TOM YHCIIC U CO3/1aBaeéMbIe M0 YMOJIYAHHUIO IIPH ee
YCTaHOBKE.

e VCTaHOBUTH JUIA y4YeTHOW 3amucu omepatopa APM KimeHTa MUHHUMAIBHBI ypOBEHL IpaB JIOCTYIIA,
HeoOxoxumoro sl HopMaibHO# pabotel B Cucreme JIBO «iBank2». PaGoty omepatopa APM Kimenra non
YUYETHOW 3aluChi0 C IMpaBaMM «AJIMHUHHUCTPATOpa» HCKIMOYHTh. OTKIIOUMTH CTAHIApTHYIO YUYETHYIO 3aIHCh
aJIMUHUCTPATOPa, TPEIBapUTEIbHO Ha3HAYMB aJMHHHCTPATUBHbIC MpaBa WHOW Y4ETHOM 3amucu c
HECTaHIAPTHBIM HMMEHEM. Y CTaHOBHTH JJISI HE€ CIOXKHBIH Mapoib, OTIMYAIOUIMHCS OT ITapoJieil OCTaJIbHBIX
yu€THBIX 3amucell. Mcnonp30oBaTh Takylo YYETHYIO 3alUCh TOJBKO JJISI HACTPOHKH KOMIBIOTEPA, YCTAHOBKH
JIOBEPEHHOTO TIPOrPaMMHOT0 00ecTieYeH s ! T.JI.
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e OrpaHu4uTh 10CTYN paOOTHUKOB M IMOCTOPOHHMX JnI K APM, ucnons3yemomy mist padbotsl ¢ Cucremoit 16O
«iBank2». loctyn k APM Kinenra npeocTaBuTh TOJIBKO JIMIIAM, HETIOCPEICTBEHHO padoTratommM ¢ CructeMoit
JBO «iBank2y.

e [Ipu UCTIOIB30BAaHUH YCIIYT CTOPOHHEH OpraHU3aIliy HITH YaCTHBIX JIUIT 10 HACTpOiKe u 0bcimykuBanuto [I9BM,
o0ecTeunTh KOHTPOJIb ASHCTBHH JINIIA, OCYIIECTBISIONIETO HETIOCPEACTBEHHYIO HACTPOUKY M HE OMTyCKATh €T0 K
Cucreme JIBO «iBank2» u Kmogam OI1. IIpu HEeoOXoaumocTn ipoBepku padborocnocooHoctu Cucremsr 16O
«iBank2» oHa moyKHA BBITIONHATHCS UCKIIOYUTEIHHO JTUIIAMH, YIIOJTHOMOYEHHBIMH ISl pa0oThl ¢ CHCTEMOA.

e lcmonp3oBarh yeuyry ¢unbrparuu [P-agpecos.

e lcnonp3oBaTh yCHOyry JIOMOJHUTEIBHOTO MOATBEPXKICHHUS IUIATEXKHBIX NOpydeHuMH ¢ mnomompo Kogos
noATBepKIcHUS B SMS- co0OmeHUsX.

e OpranuzoBarh xpaHeHHe KIiroueBBIX HOCHTENEH B MEPCOHAJBHBIX HAJEKHBIX ONCUATHIBAEMBIX XPAaHHMIMIIAX
(cefidax). IIpu ncmons3zoBannm 6osiee oxHoro kimova DIl cienyer XpaHuTh Kiroud DI Ha pasHBIX KIIOYEBBIX
HOCHUTEISIX M HCIONB30BaTh UX s padotel ¢ Cuctemoit JIBO «iBank2y» depe3 pa3nuvHbIC YCTPOWCTBA - 3TO
cAerTaeT HEBO3MOXKHBIM OTIPABKY DSJEKTPOHHOTO IUIATEKHOTO JOKYMEHTa BPEJOHOCHOW MPOTPaMMOM,
3apa3uBILIeld OJHO U3 YCTPOICTB.

e OO0ecreunTh HWCHONB30BaHUE maponeil kimrouedt OIl, yHOBIETBOPSIOMHX CIEAYIONIMM MHHHAMAIBHBIM
TpeOOBaHUAM:

TTapons —

» He JJOJDKEH COCTOSITh M3 OJHHX LU(P;

JIOJDKEH OBITh JUINHHEE § 3HAKOB;

JIOJDKEH COZIEpXKaTh B ce0e CTPOYHBIE U MTPONHCHBIE OYKBBI, IU(PHI ¥ 3HAKH NPEIHHAHMS;

HE JI0JKEH COCTOSITh U3 CHMBOJIOB, HAXOISIIMXCSI HA OJHOM JIMHUY Ha KJIaBHATYpE;

HE JOJDKeH OBITh JIETKOYTraJblBaeMbIM (JIETKOY3HaBaeMbIM) 3HAUMMBIM CJIOBOM (MMs, (amumus, narta

POXIEHHUS, NEBUYbs (haMUIINS CYNIPYTH, KIMYKa COOaKH, KOUIKH U T.JI.).

e BH©HMaTenpHO HPOBEPATH CYMMBI W PEKBH3UTHI IPOBOIMMEIX IUIATE)KEH B MPHUXOIINX YBEIOMIICHHUAX WIIN
coobmennsax ¢ Komamu moaTBepKIeHMs, HE MOATBEPKIATh IOJO03PUTEIBHBIC ONEpaIi, U HEe3aMEITUTEIHHO
nHpOpMUPOBaTh BaHK O MOMBITKAX | (W) BBISIBJICHHBIX ()aKTax MOIICHHUYECKHUX TUIATEKEH.

>
>
>
>

Obpamaem Bamre BHMMaHWe, YTO BBIIIOJHEHHWE YKA3aHHBIX BHINIE TPEOOBAaHWKA HE CMOXET ITOJHOCTHIO
obezomacuth Bac m Bamm ycrpolicTBa OT AEHCTBHIA 3TOYMBIIIJICHHHUKOB, HO CYIIECTBEHHO ITOMOXKET CHH3UTH
BEPOSITHOCTb U HeXeJlaTeNIbHbIE TOCIEeICTBUS OT TAKUX JACHCTBUM.

1L Caenyoumme TpedoBanusa MHGOPMALMOHHON (0e30MacHOCTH 00813aTeJIbHBI 1JI51 BbINOJTHEHUSI
Kianentom B ciiydae HCnoIb30BaHus 1715 padoTel ¢ cuctemoii IBO «iBank2» sjiekTpoHHol noanucu B od1ake:

1. KimeHT MJOKeH Ha3HAaYWTh AJMHHHCTpaTopa WHGOPMAIMOHHON 0Oe30macHOCTH — pabOTHHKA,
OTBETCTBCHHOTO 33 HACTPOHKY 0E30MacHOCTH JKCILTYaTallMd CPEICTB 3allUThl HH()OpPMAIMH, YCTAHOBIICHHBIX Ha
APM Kunenra.

2. Ha ycrpotictBe (mepcoHaNIbHBIA KOMITBIOTEpP, HOYTOYK, cMapTdoH, mmianmeT) KiueHTa ¢ KOTOpOTO
ocymiectBisieTcs: moctyn B cuctemy JIBO «iBank2» (manee mo TEKCTy HACTOSIIEH 9aCTH — YCTPOHCTBO) TOJKHO OBITh
YCTaHOBJICHO JINIICH3MOHHOE aHTUBHPYCHOE MPOTPaMMHOE 00ECTICICHNE U BRITTOJHEHA HACTPOHKA aBTOMATHIECKOTO
OOHOBJICHHS TIPOTPAMMHOTO OOECTIeUeHUs] W aHTUBHUPYCHBIX 0a3 ¢ odummampHOro web-caiita paspabordmka
antuBupycHoro I10.

3. Ha ycrpoiictBe KimeHTa m0MKHO HCIONB30BAaThCS JIMIIEH3MOHHOE MPOTpaMMHOE oOecnedeHue
(omepaoOHHBIE CUCTEMBI, O(UCHBIC TTAKETHI, TPUKJIATHBIC TPOTPAMMBI) H 00CCIICYCHO aBTOMATHYECKOE OOHOBIICHHE
cucreMHoro u npukiaagHoro I10. Knment nomken obecniednts: MHQpacTpyKTypy 0€30IacHOTO J0CTYIIa K CEPBHCY
oOmaynoit OII, 3ammTy OT yTeYeK NAHHBIX, 3alUTy HHOOPMAIMH MPU OCYIICCTBICHUH YIAIICHHOTO JIOTUYECKOTO
JIOCTYTIA C UCTIOIB30BaHUEM MOOMIIEHBIX (IEPEHOCHBIX) YCTPOMICTB.

4. KiueHT HOJDKEH MPOW3BOAMUTH 3aMeHy Kitouedt D1 no MCTeueHus cpoka MX JNEHCTBHUS BO BCEX CIIydasx
YBOJIbHEHUST M(HMJIM) CMEHBI MOJIHOMOYWi n(wnm) ymi, uMmeromux noctyn k Cucreme JIBO «iBank2» wimm mpaBo
MOJMTUCH JIOBEPEHHOCTEH Ha mostydenne kimodeit OI1.

5. VYcraHoBuTh ans ydeTHoM 3ammcu omneparopa APM KinueHta MUHMMAaIbHBIM ypOBEHb MpaB JOCTYIIA,
HeoOXoumMoro Jutst HopManbHoH paboTel B Cucteme IO «iBank2». Pab6oty onepatopa APM KinenTa o ydeTHOH
3aMUCHIO C TPaBaMH «aIMUHICTPATOPA» UCKIIOUYNTh. OTKIIOUNT CTAHAAPTHYIO YIETHYIO 3aIUCh aIMUHUCTPATOPA,
NpeJBApUTCIHFHO HA3HAYUB aJMHHUCTPATHBHBIC TpaBa WHOW YYETHOW 3allUCH C HECTaHJAPTHBIM HMCHEM.
YcTaHOBUTE A He€ CIOKHBIA Mapoiib, OTIHYAIOIIUICS OT MapoJIei OCTANBHBIX YYETHBIX 3amuceil. Mcnonb30BaTh
TaKyH0 YUETHYIO 3aIHCh TOJBKO ISl HACTPOHKH KOMITBIOTEPA, YCTAHOBKH JOBEPEHHOTO TIPOTPAMMHOT0 00CCIICUCHUS
U T.JI.

6. OrpaHHYHUTH MOCTYN PAOOTHHKOB M IOCTOPOHHUX JIHI[ K YCTPOMCTBaM, UCIIOJNB3YEMBIM Ui PabOTHI C
Cucremoii /IO «iBank2». [loctyn k APM KinenTa nmpegocTaBuTh TOJIBKO JHILAM, HETTOCPEICTBEHHO PabOTAIOIINM
¢ Cucremoii IBO «iBank2y.

7. Tlpm UCNoOIb30BAaHWUHU YCIYT CTOPOHHEW OpraHW3alliy WIJIM YaCTHBIX JIUI[ TI0 HACTPOWKE W OOCITY>KMBAHHIO
II9BM, obecniednTs KOHTPOJIb NEHCTBUH JINIIA, OCYIIECTBISIONIETO HEMOCPEACTBEHHYIO HACTPOMKY M HE JOITYCKATh
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ero k Cucreme J1bO «iBank2» n Kintouam OI1. IIpn Heo6xoaumocTn npoBepku padoTocnocodonoctn Cucremst 15O
«iBank2» oHa OKHA BRIMOIHATHCS HCKIFOUUTEIBHO JIMIIAMH, YITOJTHOMOYEHHBIMH JUIsl paboThl ¢ CHCTEMOH.

8. MHcmonp30BaTh yCIyry IOMOJHHATEIBHOTO MOITBEPXKACHHS IUIATEKHBIX MOpPYYEeHHUH ¢ momoinsio Komos
noaTBepkneHus B SMS- coobmenusax. Mcnons3oBath yenyry dunstpanuu [P-anpecos.

9. BHuMaTeNbHO MPOBEPSATH CYMMbI M PEKBU3UTHI ITPOBOANMBIX IUIATEXKEH B MPUXOIAIINX YBEAOMICHUSIX HIIH
coobmennsix ¢ KomamMu moATBepKICHUS, HE MOATBEPXKIATh MOAO3PUTEIBbHBIC OMNEpalrd, W He3aMeIIUTEbHO
nHpOpMUPOBaTh BaHK O MOMBITKAX | (MJIHM) BBISIBJICHHBIX ()aKTax MOIIEHHUYECKHUX TUIATEKEH.

KiueHT momkeH oco3HaBaTh, YTO TapaHTHPOBATh HWH(GOPMAIIMOHHYIO OE30MacHOCTh HCIoNb30BaHus Il
MOXXET TOJIbKO [IOBEpEHHas cpeda (M30JUpOBaHHAs), B KOTOPOHl KIMEHT M TEXHUYECKHE CpPEICTBA B MOMEHT
B3aUMOJICHCTBUS 3alMIICHBI OT MOCTOPOHHHX BMemaTenbcTB. OOpamiacM Bamre BHUMaHWE, YTO BBHIIOJHECHHE
YVKa3aHHBIX BBINIC TPeOOBaHWI HE CMOXET IIOJIHOCTHIO oOe3omacuth Bac m Bamm yctpoiicTBa oT nedicTBuit
3JI0YMBIIIJIEHHUKOB, HO CYILECTBEHHO MOMOXET CHU3UTH BEPOATHOCTb U HEXEJaTelbHbIE MOCIEICTBUS OT TaKUX
JICHCTBHIA.



